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AN INTRODUCTION

Over the past 30 years, international trade has increased more than sevenfold
and now represents a third of all global economic activity. This transformation
means that millions of people have entered the economic mainstream for the
first time, raising income levels, creating new jobs, and contributing to better
access to education and healthcare. If the expansion of prosperity in our
current era is to continue into the future, we have no choice but to reinforce
and strengthen the conditions that make such economic growth possible.

A critical component for strengthening business conditions globally is
addressing the prevalence of trade secret theft—an issue that costs
multinational companies (MNCs) billions of dollars each year.

Trade secret misappropriation is a threat that raises barriers for people,
economies, and businesses that compete fairly. It harms efforts to create
jobs and stimulate growth. It also provokes counterproductive behavior
that—if left unchecked —will have severe and lasting consequences on the
global economy.

Because many of the global markets where MNCs now operate lack an
enforceable framework of laws and regulations, the onus of protecting trade
secrets often falls on individual companies. As such, MNCs would benefit
from playing a more deliberate and proactive role in protecting their trade
secrets across their global supplier networks.

The Center for Responsible Enterprise And Trade (CREATe.org) produced

this white paper to spark a public dialogue about how far-reaching and

deeply challenging the trade secret issue is for MNCs, and to offer companies
practical guidance on securing their supply chains and mitigating the
significant risks and costs associated with trade secret theft. We hope you find
this information insightful, and the proactive measures useful.

For more information or to learn how to get involved in our efforts,
we invite you to visit us at www.CREATe.org.

Pk A P

Pamela S. Passman
President and Chief Executive Officer
Center for Responsible Enterprise and Trade (CREATe.org)
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rade secret theft

costs industry
billions of dollars each
year, and no company is
immune. Any company
with valuable commercial
information, processes, or
intellectual property —in
other words, virtually every
company in the world —is
vulnerable to trade secret

misappropriation.

Q

cd

Conduct a
1. strategic
assessment of the
company's trade
secrets, a process
which should
incorporate the
company'’s trade
secret policy, supplier
code of conduct, an
evaluation of which
trade secrets can
be transferred, and
careful consideration
of the most appropriate
operational structures.

Several economic trends have escalated the risk and prevalence of trade

secret theft, including the globalization of trade and interconnected supply

chains, the growing importance of innovation and information technology

to competitiveness, and the rise of overseas markets as a critical source of

production and economic opportunity.

In countries with a weak rule of law, trade secret theft is so pervasive and

so clearly a part of a strategy in certain intellectual property-intensive
industries that supply chains in operation in those countries inevitably create
vulnerabilities and access points for theft of trade secrets. Companies have
suffered crippling financial losses, been forced to eliminate jobs, and scaled

back or even terminated their operations because of trade secret theft in

Undertake
2. appropriate
pre-contractual due
diligence, including a
thorough assessment
of any potential
supplier, evaluation
of other IP-related
issues, analysis of
the supplier’s
employment and
nondisclosure
agreements, and
investigation of
the supplier’s
subcontractors.

Employ strong
3. contractual
protections to
safeguard the
company’s trade
secrets both during
the business
relationship and
afterward, and
consider contractual
provisions specifically
relating to the
supplier's employees
and subcontractors.

countries where there is weak rule of law.

As described in part 4 of this paper, companies should:

Utilize
4. appropriate
operational and
security measures to
ensure that the correct
personnel, physical
security measures, and
technical safeguards
are in place to protect
the company’s trade
secrets. Systematic
engagement with
the supplier can
help bolster the
effectiveness of
these measures.

Nevertheless, for many companies, global sourcing is an economic imperative
and a means of expanding their business in high-growth markets. The question
then is how best to take full advantage of the benefits of a global economy without
jeopardizing business-critical trade secrets and other valuable intellectual property
(IP). To mitigate the significant risks and costs of trade secret theft, companies
should proactively implement a range of best practices to secure their supply
chains. Such measures should elevate the importance of trade secret protection
in supplier relationships and help create much-needed disincentives for theft.

5 Take appropriate
« action after the

business relationship
has ended, to ensure
that departing
employees and former
business partners
honor their continuing
obligation not to
disclose trade secrets.

Taken together, these measures can help ensure that companies reap the
rewards of their investment in research, innovation, and intellectual property.
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ompanies often pour millions of dollars and years of research into

developing proprietary technologies, manufacturing processes, and

other confidential information — only to find themselves competing against

rivals who have stolen their market-leading innovations and who are now

churning out the same products at a fraction of the cost.

Trade secret theft can affect every company and every
industry sector, and the rise of cybertheft has only made the
problem worse. Criminals, competitors, and governments are
deliberately targeting advanced technologies and information
assets, a fact which should concern any organization with a
substantial supply chain.

Everyone is vulnerable, and the risks
are significant.

According to a recent white paper from security firm
McAfee, “every company in every conceivable industry with
significant size and valuable intellectual property and trade
secrets has been compromised (or will be shortly).”! In fact,
McAfee’s vice president of threat research went so far as to
say, “I divide the entire set of Fortune Global 2,000 firms into
two categories: those that know they’ve been compromised
and those that don't yet know."?

Considering that “as much as 75 percent of most
organizations’ value and sources of revenue (or wealth)
creation are in intangible assets, intellectual property, and
proprietary competitive advantages,”? it is no surprise

that information assets of all types are being targeted. A
study of trade secret cases litigated in U.S. federal district
courts found that a diverse spectrum of trade secrets were
at risk: formulas; technical information and know-how;
software or computer programs; customer lists; internal
business information such as marketing, finance, or
strategy information; external business information such as
information about suppliers, competitors, or other industry
participants; trade secrets involving a combination of
elements that are individually in the public domain; and
negative trade secrets such as knowledge of past mistakes or

results of failed experiments.* Although most of the existing
data and research has focused on U.S. companies suffering
from trade secret theft, similar research conducted in Europe
or elsewhere would undoubtedly show a comparable impact.

Billions of dollars are lost each year due to economic
espionage,® and even one incident can significantly affect

a company’s competitiveness. For example, after a former
Ford Motor Co. engineer copied 4,000 Ford documents onto
an external hard drive and went to work for a competitor,
Ford estimated that it suffered more than $50 million in
losses.® A similar case occurred at Valspar Corporation,
where an employee unlawfully downloaded proprietary
paint formulas with the intent of taking them to a new job.
The formulas were valued at $20 million—about one-
eighth of Valspar’s reported profits in the year the employee
was arrested.” On average, companies in the product
development and manufacturing industry lost $4.6 million
worth of intellectual property in 2008.8

Moreover, when companies experience a loss of this sort,

it can harm their business in many different ways. When
asked about the business impact from their single most
significant incident, U.S. companies reported that they

had suffered or anticipated a loss of competitive advantage
in a single or multiple products or services; a loss of core
business technologies or processes; a loss of company
reputation, image, and/or goodwill; reduced projected/
anticipated returns or profitability; increased vulnerability to
terrorist threats; and a loss of information or prototypes that
could facilitate product counterfeiting.® A data breach can
also delay or block strategic business initiatives, such as a
corporate acquisition or a new product rollout.®
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Trade secret theft is on the rise,
due in part to increased cybercrime.

As Figure 1 illustrates, the number of trade secret theft cases
in U.S. federal courts doubled between 1988 and 1995, and
doubled again between 1995 and 2004." The number of
trade secret cases in Europe appears to be increasing rapidly
as well.'?

One of the factors contributing to the exponential rise

in trade secret misappropriation is the increasing use of
technology— both by the companies who own valuable
corporate information and the malicious actors who want

to steal that information. The storage of data overseas

“has made intellectual capital theft more prevalent and
prosecution much more difficult.”*® The growing trend
toward perpetual connectivity to internal computer networks
and the Internet also makes it easier than ever to access and
steal corporate data from anywhere, at any time. Last year,
Cisco predicted that there would be more than 15 billion
network-connected devices by 2015.1* And the trend toward
globalized supply chains for IT products creates “more
opportunities for malicious actors to compromise the integrity
and security of these devices.”!®

Technological developments have also emboldened
cyberthieves, who are discovering new reasons and ways
to steal corporate data. In the words of a U.S. Treasury
Department official: “Before, criminals used to steal money
to become rich, but now they have realized that they

can be rich by stealing corporate information.”1® McAfee
calls corporate intellectual capital “the new currency of
cybercrime.”Y” For example, “the ‘Night Dragon’ attacks on
oil and gas companies around the world ... over a period of
several months silently and insidiously exfiltrated gigabytes
of highly sensitive internal information including proprietary
information about field operations, project financing and
bidding documents.”*® In a survey of global firms, 39
percent of respondents identified “attacks from data thieves”
as a threat to their corporate information.'®

It is not just outside attackers who are taking advantage of
the increasing sophistication and availability of electronic
means of theft. As Tim Shimeall, an analyst at Carnegie

Figure 1: Number of trade-secret decisions
by year in U.S. federal courts
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that the threat level in this country is high
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Mellon University’'s CERT Network Situational Awareness
Group, put it, “With more sophisticated technologies at their
fingertips and increased access to data, it has become easier
for current employees, contractors, consultants, suppliers,
and vendors to steal information.”?°

Trade secret theft can have devastating
effects on companies’ competitiveness.

Although trade secrets and sensitive corporate data are at
risk everywhere, a significant amount of the misappropriation
is driven by the fact that sensitive corporate information

and technology are being targeted by foreign intelligence
services, private companies, academic and research
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of most organizations’ value and
sources of revenue creation are

IN Intangible assets, intellectual property and
proprietary competitive advantages.

institutions, and citizens. In one survey, U.S. firms were
asked to report on suspected, unsuccessful, or successful
attempts to compromise or gain unauthorized access to
proprietary or trade secret information. Of incidents where
the nationality of the primary beneficiary of the theft was
known, foreign individuals, firms, and governments were
identified as the beneficiary about 70 percent of the time.?
In another survey, global firms were asked to indicate
countries where digital assets were most at risk. As shown
in Figure 2, the firms reported that threat levels were higher
in China, Pakistan, Russia, and India than in the rest of the
world. Among the factors the respondents cited were issues
such as corruption among police and judicial officials, lack of
legal protections for intellectual property, weak data privacy
protections, and the presence of cybercriminals.??

The International Trade Commission (ITC) estimates that
misappropriation of trade secrets in China cost the U.S. IP-
intensive economy $1.1 billion in 2009.% Given that Chinese
industrial espionage focuses on “systems, designs, and
materials,”?* it is no surprise that the sectors most affected
by Chinese trade secret theft are chemical manufacturing,
consumer goods, high tech, and heavy manufacturing.?® But
the ITC warns that “all sectors are susceptible.”?

That certain Chinese entities are aggressively and
systematically stealing proprietary corporate data is well-
known in the manufacturing industry. As recounted by a
former executive of a leading global contract manufacturer:

A couple of years ago, a leading contract manufacturer
established a manufacturing center for medical devices
in Singapore. They chose that location for several key
reasons—strong logistics, access to relatively affordable
talent and a strong legal and cultural infrastructure of
data protection. Clients of this manufacturer had made
themselves perfectly clear—they wanted the lowest
total landed cost, but were simply not willing to risk

losing their IP by having the key components of their
devices manufactured in China. Make the boxes and
commodity pieces in China— but build the brains and
do final assembly in Singapore, even though it meant
significantly higher costs.?’

The experience of Massachusetts-based American
Superconductor (“AMSC”) illustrates why these precautions
are necessary. AMSC makes software, design, and hardware
solutions for wind turbines. Its top customer, China-based
Sinovel Wind Group, paid an AMSC engineer to steal
proprietary source code from AMSC’s secure server in
Austria.?® After Sinovel acquired the source code, it began
inexplicably turning away AMSC’s shipments. Sinovel had
previously provided more than 70 percent of AMSC'’s revenues,
so the impact on AMSC was devastating. When AMSC
announced that Sinovel had stopped making purchases, its
stock value plummeted 40 percent in a single day. The theft
and the broken business relationship with Sinovel has reduced
AMSC's profits and forced AMSC to cut jobs.?

Trade secret theft occurs everywhere. Less than three months
after California-based Jolly Technologies set up an R&D center
in India, an Indian employee was caught uploading proprietary
Jolly source code and confidential design documents to her
personal web-based email account so that she could ship
the files out of the research facility.® In September 2011,
DuPont was awarded nearly $1 billion in damages after a
jury found that South Korea’s Kolon Industries hired former
DuPont employees to steal confidential data related to Kevlar
body armor. A DuPont executive described Kolon’s actions
as a “well orchestrated, concerted” campaign that impinged
on 40 years and tens of millions of dollars of investment.3!

Moreover, a single attack can affect companies worldwide.
For example, between July and September 2011, Symantec
documented a cyberattack against numerous companies
involved in the development and production of chemicals
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“I divide the entire set

of Fortune Global 2,000
firms into two categories:
those that know they’ve
been compromised and
those that don’t yet know.”
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IN estimated losses were suffered at an American
automaker after a former employee copied 4,000
documents onto an external hard drive and went

to work for a competitor.

and advanced materials. The attackers were apparently
targeting design documents, formulas, and manufacturing
processes, and doing so on a global scale: they were able to
compromise the computers of organizations headquartered
in Belgium, Denmark, ltaly, Japan, the Netherlands, Saudi
Arabia, the United Kingdom, and the United States.*?

Trade secret theft is a worldwide concern. In the field of
high-speed rail technology, both Japanese and European
companies claim that Chinese joint-venture partners stole
technical secrets to build up their own competitive position.
According to an executive at French engineering group Alstom,
“Around 90 percent of the [high speed rail]l technology the
Chinese currently are using is derived from their partnerships
or equipment developed by foreign companies.”* In 2005,
German-based Siemens joined with China National Railway
(CNR) to build trains for China’s first high-speed railway.
Siemens provided technology to CNR, trained 1,000 CNR
technicians in Germany, and set up production facilities in
China. China’s next major project, a $5.7 billion contract to
build a high-speed railway between Beijing and Shanghai,
was awarded directly to CNR, with Siemens demoted to a
subcontractor role. Japan's Kawasaki Heavy Industries similarly
found itself competing directly with its former Chinese junior
partner. As a senior Kawasaki executive put it, “How are you
supposed to fight rivals when they have your technology, and
their cost base is so much lower?”34

A survey of 625 Japanese manufacturing firms in late 2007
found that more than 35 percent of the respondents had

experienced some form of technology loss. More than 60
percent of those leaks involved Chinese actors.® Japanese
firms, one-time leaders in outsourcing manufacturing,

are now protecting their “technological crown jewels” by
utilizing domestic manufacturing facilities and employing
stringent security measures. When Sony announced plans
to add manufacturing capacity in China, it made clear that
certain key components such as the chip for its PlayStation
game console would continue to be produced in Japan, in
part to protect Sony’s technology.*® Sharp has taken even
more extreme measures to protect its LCD televisions: it
bans factory visits, keeps the identities of key engineers
private, prohibits employees from bringing camera-equipped
cellphones into the plant, and foregoes patent protection
on certain products if the patent application would give
competitors clues about the technologies involved.?”

A German counterintelligence official for the state of Baden-
Wiarttemberg estimated in 2009 that German companies
were losing around €50 billion and 30,000 jobs to industrial
espionage every year. The sectors most under attack
included “car manufacturing, renewable energies, chemistry,
communication, optics, x-ray technology, machinery,
materials research, and armaments. Information being
gathered was not just related to research and development
but also management techniques and marketing strategies.”*®
In both France and South Korea, policymakers have
expressed concerns that existing domestic laws protecting
trade secrets are insufficient and have proposed legislation
to help mitigate the effects of economic espionage.
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THE RISKS OF TRADE
SECRE Pl -iEs
MAGNIFIED WHEN
COMPANIES EXTEND

THEIR SUPPLY CHAIN
OVERSEAS.




hen multinational corporations (MNCs) outsource part of their

operations, they by necessity are forced to share highly sensitive and

valuable trade secrets. Foreign subsidiaries, joint-venture partners, and third-

party vendors often need customer lists, internal standards, manufacturing

processes, information on sources of goods, recipes, or production and sales

strategies in order to carry out their operational responsibilities.*

For knowledge-based outsourcing involving specialized domain
expertise (e.g., research and development, financial analysis,
data mining, engineering and design, graphics simulation,
medical services, and clinical trials), the company is invariably
required “to disclose and share knowledge-intensive
processes with the offshore provider, which knowledge may
be in the form of proprietary technology, software, chemical
entities, specifications, product designs, business processes,
methodologies, drug formulations or other sensitive data.”*!

Although the largest threat to proprietary information comes
from current and former employees, a survey of U.S.

firms also identified “exploitation of trusted relationships

by vendors, customers, joint venture partners, and
subcontractors/outsourced providers” as a primary risk to
information assets.*? These kinds of data security incidents
are also among the most costly: another survey of American,
European, Australian, and New Zealand firms found that
companies spent an average of $362,269 for each incident
in which a supply chain or business partner abused its
privileges and obtained data that it should not have had access
to. This figure encompasses concrete costs such as out-of-
pocket investigation expenses, forensic consulting, fines, and
legal fees; it does not include lost labor or productivity costs.*®

Moreover, even in situations where the third-party business
partner is acting in good faith, the mere fact that a third party
has access to the company’s trade secrets increases the risk
that they will be compromised. Experts have identified at
least 19 other ways, besides deliberate exploitation of trusted
business relationships, in which proprietary corporate data
can be compromised.* Unless the third party has strong
protections in place, any of these 19 other types of threats
could result in loss of the company’s trade secrets.

The three major categories of sourcing transactions—
captive sourcing, third-party sourcing, and joint-venture
sourcing— present varying degrees of risk for companies’
intellectual property. As detailed below, however, all three have
resulted in the expropriation of valuable corporate trade secrets
in the past.

Captive sourcing offers the most
operational control, but even captive
sourcing can create vulnerabilities.

Many companies choose to use captive sourcing—that

is, building or acquiring their own operations offshore—in
order to retain greater control over day-to-operations and
corporate intellectual property. Although captive sourcing
solutions generally take a long time to implement and
require high startup investments, one observer of the Indian
outsourcing market has advised that companies “should
seriously consider a ‘captive sourcing’ strategy if the sourcing
scope involves a substantial transfer to an offshore location
of the [company’s] IP ‘crown jewels’ or other mission-critical
proprietary technology or data and if the enterprise cost of
possibly losing control over some meaningful component of
any of those assets is high.”#

However, even captive sourcing is not without risk. For
example, New York-based chemical maker SI Group Inc.
opened a Shanghai factory shortly after the turn of the
millennium to produce the company’s signature tackifier resins,
which play an important role in the tire-making process. Sl
Group has since filed suit in China alleging that the former plant
manager—the person entrusted with the formula—was hired
away by a Chinese competitor, Sino Legend, who now makes
a virtually identical product. A judicially-authorized technology

11

HE GROWIN

Trade Secret Theft: MANAGING



$362.269

The average cost incurred by companies per incident
IN which a supply chain or business partner exploits
Its access to data. Costs include investigation
expenses, forensic consulting, fines, and legal fees;
It does not include lost labor or productivity costs.

verification center has confirmed similarities between the
products offered by SI Group and Sino Legend, as well as
similarities in the manufacturing processes and equipment
utilized by both companies. SI Group estimates that it has
spent more than $1 million pursuing civil litigation in China after
Chinese authorities refused to act: the Shanghai police dropped
their investigation in 2009, citing a lack of evidence. Although
S| Group is still planning to expand its operations in China and
just announced plans to build a $30 million facility in Nanjing,
S| Group’s chief executive noted, “We're taking a risk. We have
to be careful what level of technology we put here.”4®

A similar problem occurred at GM Daewoo, the South
Korean subsidiary of General Motors. According to press
accounts, Russian automaker TagAZ hired away two former
GM Daewoo engineers, who were later arrested for stealing
information about engine and parts designs and other key
technology used in one of GM Daewoo’s sedan models.
TagAZ reportedly used the data to develop and launch its
C-100 model in Russia. GM Daewoo eventually was able
to obtain a court injunction that banned TagAZ Korea from
using or passing on trade secrets and from producing or
selling components of the C-100 sedan.*’

Third-party sourcing offers the

greatest flexibility, but it also entails

the most exposure.

On the opposite end of the spectrum from captive sourcing is
third-party sourcing, or contracting with unaffiliated offshore
suppliers. Third-party sourcing offers the advantages of
comparatively low startup costs, rapid implementation,

and greater flexibility in growth and termination. But it also
requires companies to relinquish more control, including
some degree of control over the intellectual property involved
in the transaction. The company becomes more dependent
on the foreign country’s legal regime and timely enforcement
of contractual rights.*

In one recent demonstration of how third-party sourcing
can expose a company’s trade secrets, three Chinese
citizens were sentenced to prison for collaborating to steal
information from Apple’s supplier Foxconn. A former and
then-active employee of Foxconn were paid for information
and images of the iPad 2 so that a Chinese electronics-
accessories manufacturer could make protective cases for
the iPad 2 several months before the product’s release. The
Foxconn employee was offered 20,000 yuan (about $3,000)
to steal information on the iPad 2’s casing design; the R&D
connected with the stolen trade secret is estimated to be
worth 100 times that amount.*

Problems have also arisen in connection with outsourcing

in India. In 2002, an ex-employee of an Indian vendor,
Geometric Software Solutions Ltd., was caught attempting
to sell $50 million worth of software source code owned by
Geometric Software’s U.S.-based client, SolidWorks. The ex-
employee had been given access to the proprietary source
code as part of a debugging project while he was employed
at Geometric Software, and he took the code with him when
he left the company. Shortly thereafter, he began emailing
SolidWorks’ U.S. competitors with offers to sell the code for
$200,000. The ex-employee was caught in a sting operation,
but he could not effectively be prosecuted under Indian law:



the source code belonged to SolidWorks, meaning that the
ex-employee technically did not steal from his employer,
and India does not recognize misappropriation of trade
secrets. He was instead charged with simple theft, and was
still working as a programmer four years after the charges
were filed.®®

In some instances, a company'’s trade secrets can be
inadvertently compromised by the third-party vendor. For
example, an Indian software developer looking to improve a
client’s code posted some of the code online to seek input
from the development community, not realizing that this
action compromised the client’s proprietary information.5!

Joint-venture sourcing is often perceived
as amiddle ground, but local partners have
used joint-venture vehicles to steal their
foreign partners’ business secrets.

Joint-venture sourcing, in which foreign companies partner
with local entities to share control of local operations,
provides a middle approach. The advantages of joint-
venture sourcing are that each party can reduce its startup
costs and share risks. However, joint ventures also create
more complicated structural and operational issues, and
the particular laws of the offshore jurisdiction must be
carefully considered.?? In China, for example, cross-border

steal information on a
product design; the R&D
connected with the stolen
trade secret is estimated
to be worth 100 times
that amount.
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technology license arrangements are governed by the
Ministry of Commerce’s Technology Import and Export
Regulations. Under these regulations, any improvements
to the technology belong to the party making the
improvement, and no restrictions may be placed upon the
licensee’s improvements to the technology or use of those
improvements.>® In practice, this means that the Chinese
partner may be free to develop derivative works based on
the licensed technology and claim ownership of the
derivative works.

In some cases, trade secrets have been lost before
production even began, because local design firms leaked
proprietary information about the design of the production
facility. According to an industry interview conducted by
the ITC, U.S. companies are sometimes required to partner
with a Chinese design firm when building a new production
facility in China, and “some design firms reportedly have
no qualms about disclosing those secrets to the [U.S.]
firm’s competitors.”>*

The experience of Fellowes, Inc., provides one example of

a foreign partner using the guise of a joint venture to steal
finished goods, engineering know-how, and proprietary
manufacturing production equipment. lllinois-based Fellowes
is a market-leading manufacturer of paper shredders and

other office machines. In 2006, Fellowes established a

joint venture with Jiangsu Shinri Machinery Co. to set up

a production facility in Changzhou, China. After a change

in ownership at Shinri, the company insisted that Fellowes
assign ownership of the production tools to the joint-venture,
sign over its engineering capability and Chinese sales
division, inject another $10 million of capital, and accede to
a 40 percent price increase. When Fellowes refused these
demands, Shinri locked the 1,600 joint-venture employees
out of the production facility; placed security guards at the
facility gates to prevent removal of production tools and
nearly 70,000 finished shredders; transferred joint-venture
funds to a Shinri-controlled bank account; and, under cover
of night, drove a truck into the facility and stole several
Fellowes-owned injection molding machines, in violation of
a court preservation order. Judicial proceedings have been
initiated to liquidate the joint venture and auction all of its
assets, which will allow Shinri to purchase the remaining
equipment, real estate, molding tools, and unshipped
shredders—including tools and shredders that embody
Fellowes’ engineering expertise and intellectual property —at
a steep discount. Shinri intends to compete directly with
Fellowes in the shredding business, and in fact has already
begun to market shredders to potential buyers in Europe.
Fellowes estimates that its cumulative economic loss from
Shinri’s actions exceeds $100 million.%®

s100million

IN econoomic loss was suffered by an American
manufacturer that partnered with an international
manufacturer that then used the guise of a joint
venture to steal finished goods, engineering know-how,
and proprietary manufacturing production equipment.



In some cases,

trade secrets have been
lost before production
even began, because
local design firms leaked
proprietary information
about the design of the
production facility:.
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ivergence in trade secret laws across various geographies, the

difficulty of achieving effective enforcement, and conflicts of

national interests make trade secret protection a complicated issue for

multinationals and organizations with a global supply chain.

Moreover, once theft occurs, it is virtually impossible to
remedy the resulting economic and competitive damage
through traditional enforcement mechanisms.

Outside the United States and some
countries in Europe, trade secret
protections are often weak.

In the United States, trade secrets are protected by

both federal and state statutes, and the penalties for
misappropriation include criminal sanctions, actual and
punitive damages, injunctive relief, and attorneys’ fees. Most
countries in the European Union also outlaw trade secret
theft in some way, whether through criminal sanctions,
specific civil legislation, or more general unfair competition
rules, tort law, labor law, breach of confidence actions, or
contractual claims.%

By contrast, a number of other jurisdictions—including
India, Singapore, Malaysia, and Hong Kong—do not
provide statutory protection for trade secrets or confidential
information.®” Moreover, contractual protections are of
limited enforceability.

For example, although India recognizes a common-law

tort of “breach of confidence,” the tort cannot always be
utilized in the global sourcing context because the duty

of confidence exists only when the misappropriator has

a fiduciary or employer-employee relationship with the
complaining party.>® Companies that outsource to India
therefore rely primarily on contracts to protect their trade
secrets—and even then, there are legal barriers to effective
enforcement. For example, India generally does not permit
third-party beneficiaries to enforce contract terms. If an

Indian vendor enters into a contract with an MNC to provide
services to both the MNC and one of the MNC's affiliates, it
is doubtful under Indian law whether the affiliate would have
standing to enforce the contract.®®

Although it is standard practice to specify that confidentiality
provisions survive termination of the outsourcing agreement,
some countries limit the enforceability of such provisions.®
Similarly, noncompete provisions after termination of the
agreement may not be enforceable.®' Chinese law permits
noncompete provisions to survive for up to two years after
dissolution or termination of the employment contract, but
noncompete agreements must be supported by additional
consideration and are only applicable to senior managers,
senior technical personnel, and other personnel with
confidential obligations.®?

Brazil is becoming a world player in information technology
outsourcing: numerous leading technology and consulting
companies have outsourced IT work or set up captive
research centers there.® However, trade secrets are also
at risk in Brazil. The legislature criminalized trade secret
theft in 1996, but the remedies for breach are limited. The
statute stipulates that the penalty upon conviction is three
to 12 months imprisonment or a fine, and the availability
of injunctive relief is uncertain. Moreover, Brazil’s judicial
system is generally regarded as dysfunctional, primarily
because of undue delay, corruption, and poor-quality
decisions. One practitioner has concluded that in Brazil,
“trade secret protection is poorly established and business
cannot rely on the judicial system to adequately support
the law regarding trade secret protection.”®*
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backlog of cases, hand-kept
records, misplaced filings
and wide acceptance

of adjournments due

to absentee parties

and withesses.

Where laws do exist, local courts often have
a poor track record of enforcement.

Although China has a comprehensive set of laws and
regulations designed to protect trade secrets, in practice
neither criminal nor civil enforcement has proven effective
for MNC trade secret owners. The most prominent criminal
cases brought by the Chinese government have been against
foreigners; in fact, the ITC’s research did not identify any
criminal cases that were undertaken at the request of U.S.
firms.® After Shinri shut down the joint venture facility with
Fellowes as described earlier, Fellowes’ CEO traveled to
China and met with local government officials. In his words,
“They sympathized with our plight but were either unable
or unwilling to force our Chinese partner to open our factory
and they were unable to facilitate a purchase of the joint
venture by Fellowes.”®®

Civil litigation in China rarely provides effective relief for trade
secret theft. According to the European Union Chamber of

Commerce in China, European companies doing business
in China face “substantial risks” of trade secret infringement
but often find it “very difficult” to enforce their rights in
Chinese courts.®” In the ITC'’s survey, only 0.6 percent of
U.S. firms that reported material losses due to trade secret
misappropriation between 2007 and 2009 pursued civil
proceedings in China.®® Misappropriation is difficult to
prove, because there is no U.S.-style discovery and the
evidentiary burden for the plaintiff is daunting: oral testimony
is often considered insufficient, so “written evidence that a
defendant agreed to treat particular information as a trade
secret, that he or she received the confidential information,
and that the information was disclosed may all be required
to successfully state a claim.”® Although injunctive relief is
available and investigation expenses can be included in the
claim for damages, most damage amounts have been low
and therefore have little deterrent effect.”®

India’s enforcement mechanisms for intellectual property
rights have also been criticized, primarily due to the



inefficiency of the Indian judicial system. There is a
substantial backlog of cases, court records are kept by
hand, filings are often misplaced, courts take numerous
adjournments due to the unavailability of parties or
witnesses, cases are frequently shuffled between multiple
judges, and respondents have the ability to drag out the
case.”! In addition, the remedies are viewed as inadequate
to provide redress and deter future violations: judgments are
difficult to enforce, monetary damages are hard to prove and
are generally meager, no punitive damages are available,
and the lack of statutory trade secret protection makes
injunctive relief harder to obtain.”?

In a survey of global firms, Pakistan, China, and Russia (in
that order) were identified as having the worst reputation

for pursuing or investigating security incidents involving
breaches of corporate data. The top reasons for these
countries’ poor reputation ratings were corruption among
law enforcement and the legal systems, as well as poor skills
among law enforcement.”

In some countries, the government
may be condoning, facilitating, or even
participating in the trade secret theft.

Governments have historically pressured foreign firms to
reveal trade secrets and technology as a condition of doing
business locally, and the practice continues to this day. In
the 1970s, the Indian government demanded that Coca-
Cola either turn over 60 percent of its Indian subsidiary

to Indian shareholders and divulge the secret formula for
its signature soft drink, or end operations in India. Coca-
Cola at that time had been doing business in India for 25
years, but the company chose to abandon its investment in
India—and India’s lucrative market of 550 million potential
consumers—rather than disclose its trade secrets.’*

In a more recent example, the Chinese government has
been placing pressure on foreign automakers to reveal
engineering technologies related to electric vehicles. After
General Motors began preparations to sell its plug-in hybrid
vehicle, the Volt, in China, the Chinese government refused
to allow the Volt to qualify for consumer subsidies totaling up

to $19,300 per car unless GM agreed to transfer engineering
secrets to a joint venture with a Chinese automaker. The
Chinese government specified that at least one of three

core technologies—electric motors, complex electronic
controls, or power storage devices relating to batteries or fuel
cells—would need to be included in the technology transfer
in order for the vehicle to be eligible for the subsidies. GM
later announced that it would sell the Volt without attempting
to qualify for the subsidy.”®

There is also evidence that certain Chinese government
officials and state-owned enterprises (SOEs) have

been involved in trade secret theft. Chinese SOEs were
reported to be responsible for 6.5 percent of trade secret
misappropriation in China between 2007 and 2009, primarily
affecting the high-tech and heavy manufacturing sectors.”® A
criminal indictment handed down in February 2012 alleges
that Walter Liew conspired to steal DuPont’s trade secrets
relating to production technology for titanium dioxide, which
is a commercially valuable white pigment used in a large
number of materials ranging from paints to paper. According
to documents filed in the case, Liew told others that he

had been tasked by Chinese intelligence officials to seek
titanium dioxide technology. A Chinese SOE and three of its
subsidiaries are also named as defendants in the case. The
indictment alleges that Liew provided confidential information
about DuPont’s technology to these SOEs, who specifically
asked Liew for DuPont blueprints and the names of former
DuPont employees who would work on their project.””

Regardless of whether governments are actively participating
in trade secret theft, government regulations can have the
effect of making proprietary corporate information more
vulnerable. For example, Chinese patent regulations that
went into effect in 2010 now require all patent applicants
who complete inventions in China to apply for security
clearance before applying for patents abroad. Because the
security examination can take up to six months, an attorney
in Beijing has noted that the delay extends the period during
which people can access the information or copy it before
the invention is patented —thereby increasing the risk of
trade secret theft.”®
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rotecting trade secrets is challenging. In the ITC’s study, almost all of

the firms that experienced trade secret misappropriation in China had

taken some steps to protect their trade secrets. Nonetheless, the vast majority

(85 percent) of these firms reported that the steps were ineffective.”

For example, companies found that they could not rely
solely on nondisclosure agreements: former employees
often took information to new employers or used the
information to start rival companies, despite having signed
nondisclosure agreements.®

In the Internet era, companies can no longer rely on
containment strategies to deal with information compromises,
nor can they assume that confidentiality obligations alone
will be sufficient to deter or remedy theft. Given the speed

at which information-based assets can now be acquired

and disseminated globally, post hoc attempts to contain

the damages or extent of the loss are seldom effective. As
security organization ASIS International explains:

Today, the value and competitive advantages routinely
found in an organization’s information assets—many of
which may be targeted for possible compromise—can
be quickly discerned and extracted, in whole or

part, and instantaneously distributed to a growing
labyrinth of skilled and organized information brokers,
counterfeiters, and/or economic-competitive adversaries.
The consequences in terms of lost economic/competitive
advantage can be extremely quick and long lasting.®!

(3%

Moreover, companies’ existing information security measures
are rarely adequate to prevent cyberattacks. A 2011 report
showed that 73 percent of companies surveyed had been
hacked via their web applications within the past 24 months;
nonetheless, 88 percent of them spent more money on
coffee than on securing their web applications.®? According
to another study, “just 13 percent of companies have a
cross-functional cyber risk team that bridges the technical,
financial, and other elements of a company.”&

Proactive risk mitigation measures are particularly important
for companies operating in foreign countries where the
legal remedies and enforcement mechanisms for trade
secret misappropriation are limited.® As two practitioners
have observed, “prevention is the best protection when

it comes to trade secrets.”® To protect themselves,
companies should: (1) conduct a strategic assessment

of their trade secrets, (2) undertake appropriate
precontractual due diligence, (3) employ strong contractual
protections, backed by enforceable audit rights and
penalties, (4) utilize appropriate operational and security
measures, and (5) take appropriate action after the
business relationship has ended.

of companies surveyed had been
hacked via their web applications
within the past 24 months; 88%

of them spent more money on coffee than on
securing their web applications.

21

NS

G THE GROWING THREAT IN SUPPLY CHA

Trade Secret Theft: MANAGIN



22

Strategically assess the company’s
o trade secrets.

As part of their strategic assessment, companies should:

Establish an internal trade secrets policy that identifies what
information the company deems confidential, includes a
process for ensuring continuity in the classification of new
trade secrets, and spells out the consequences for improper
use or disclosure of confidential information.

Integrate the internal trade secrets policy into the company’s
supplier code of conduct, to set out clear expectations that
suppliers will protect the company’s trade secrets.

Consider which trade secrets should be transferred to
suppliers. Practitioners advise that companies should

“be extremely particular about which [P must truly be
licensed or otherwise transferred...and avoid where
possible transferring... ‘crown jewels’ or technology that is
core or critical” to business operations.® The evaluation
should take into account the sensitivity of the IP at issue,
the effectiveness of the legal protections available in the
country where the supplier operates, whether the rule of
law is strong in that jurisdiction, and whether the company’s
business needs can be met by transferring only some of the
company’s trade secrets.

For example, the chairman of Central Japan Railway, one of
Japan’s largest high-speed train operators, is so concerned
about technology theft in China that he has prohibited

his company from bidding on contracts there.®” Owens-
[llinois Inc., an Ohio bottle-maker, plans to invest millions
of dollars in Chinese acquisitions and joint ventures in

the coming years but will reserve key trade secrets for its
U.S. labs. According to Owens-lllinois’ president of global
glass operations, his company can succeed in China by
introducing “the basic stuff.”s®

Consider how best to structure operations to minimize
vulnerahilities. Many companies prefer to structure joint
ventures so that their own employees are in charge of
running the plant, or at least have key roles in managing
the intellectual property at issue. That same desire for more
control is also driving some firms to seek majority stakes in
joint ventures when possible. For instance, Connecticut-
based construction equipment manufacturer Terex Corp. has
been establishing joint ventures in China since the 1990s,
but Terex’s chief executive now prefers to strike deals that
give Terex majority control—in part because he feels that
majority ownership provides better intellectual property
protection.®

Other firms avoid joint ventures entirely. Cree, a North
Carolina-based manufacturer of light-emitting diodes (LEDs),
makes its LED wafers in the United States, then ships the
wafers to China for insertion into its products. Cree owns

its Chinese manufacturing facility outright, rather than
operating it in conjunction with a joint venture or partner.
Cree acquired the plant in 2007, when it bought a Chinese
company that had been one of Cree’s customers. The
Chinese company at the time comprised 1,300 employees
and a manufacturing facility. “We wanted to control the tech
and distribution of the tech and control the IP associated
with that,” Cree’s CFO told the Wall Street Journal. “The best
way to do that is with a team we knew for a number of years
and be able to control the whole venture.”

Segmenting the manufacturing process—either among
multiple suppliers or across different locations—is another
way of ensuring that the company’s intellectual property

is not concentrated in one place for thieves to steal. For
example, one Western appliance manufacturer decided

to make electric motors and electrical cords in China,

but send all the components to a plant in Mexico to be
assembled. According to a consultant who worked with the
manufacturer, the company did so in order to ensure that
“nobody in there had all of the capabilities to actually make
that refrigerator and start selling it.”o!



Conduct appropriate due diligence
o before entering into any contract.

In connection with their due diligence efforts, companies
should:

Conduct an assessment to ensure that potential suppliers are
able to adequately protect the company’s trade secrets. This
process should include preparation of a detailed checklist
that maps to requirements in the company’s supplier code
of conduct, including the requirements specifically related
to the company’s trade secret policy, and a thorough
assessment that examines all of the issues on the checklist.

Evaluate other IP-related issues, not just the supplier’s
performance track record and financial condition. It is useful
due diligence to determine if the supplier has a reputation
for intellectual property rights violations, trade complaints,
or export-control issues; has links to other firms with these
issues; or has ties to foreign governments that have a history
of disregarding intellectual property rights. These are red
flags meriting further investigation. In situations involving
core technologies, companies may want to undertake more
extensive due diligence, such as an undercover investigation
to see whether the supplier is willing to violate others’ IP
rights—a warning sign that the supplier is also likely to be
cavalier about protecting the company'’s trade secrets.

Scrutinize the supplier’s employment and nondisclosure
agreements. Companies should ensure that the supplier has
written employment and nondisclosure agreements in place
with its employees and consultants. Additional scrutiny may
be advisable to verify that these agreements are adequate
to protect the company’s rights and interests, and that the

agreements are enforceable under the laws of the host country.

Perform due diligence with respect to the supplier’s
subcontractors, if possible. The actions of subcontractors
can pose a grave—and often unanticipated —risk to
companies’ sensitive information. The University of California
San Francisco Medical Center (UCSF) was contacted by

a Pakistani medical transcriber, who threatened to post
patients’ confidential files online unless she received the
back pay she was owed. Hospital officials eventually figured

out how the files had ended up in Pakistan: UCSF has long
outsourced a portion of its transcription work to a California
company, which in turn subcontracted work to a Florida
woman, who—adespite a no-subcontracting restriction in
her contract—farmed out work to a Texas man, who in turn
sent work to the Pakistani transcriber. The Pakistani woman
was subsequently paid and she promised to destroy all
UCSF files in her possession, but, as press accounts noted,
“there’s no proof that she’s made good on that promise.”?

Ensure that strong contractual
e Protections are in place.

The company’s contract with the supplier should ensure
strong protections for the duration of the business relationship
and afterward. For example, the contract provisions
should clearly identify the information that the company
deems confidential; prohibit the wrongful disclosure and
misappropriation of trade secrets by the supplier, its
employees, and its subcontractors; require the supplier to
restrict, monitor, and (where appropriate) record access
to the company’s confidential information; and specify
that the company has a right to audit for compliance.
Upon termination of the agreement, the supplier should
be required to return all trade secrets to the company and
continue to honor its confidentiality obligations.

The contract should also make clear that the company has
the right to enforce violations of the contractual provisions,
obtain damages for breach, and seek injunctive relief.
Although it may not be possible to avoid altogether the
application of foreign trade secret laws through a governing
law clause,” some experts recommend specifying that
trade secret and other IP disputes are to be resolved
through confidential mediation or arbitration in a convenient
and trusted jurisdiction rather than litigation in the local
courts. As one practitioner has warned, “in many offshore
jurisdictions trade secret litigation can lead to the open
disclosure and consequential loss of the trade secrets at
issue if the legal proceedings are not closed.”* Moreover,
mandatory mediation or arbitration can sometimes help
avoid the delays, inefficiencies, and risk of bias and
corruption that often plague litigation in foreign countries.
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Consider entering into agreements directly with the supplier’s
employees. Because many jurisdictions in Asia and Latin
America do not recognize the concept of third-party
beneficiary, companies cannot necessarily rely on being

a third-party beneficiary of agreements between suppliers
and their employees.®® In some cases it may be advisable
to investigate entering into confidentiality or nondisclosure
agreements directly with a supplier’s key employees—e.g.,
if necessary to ensure that confidentiality obligations remain
in force if the employee leaves the supplier and that there is
contractual privity to sue in the event of a breach. If local-
language agreements are necessary or advisable, bilingual
documents should be used where appropriate, and copies
kept on file. Where possible, the relevant agreements might
be executed by all three parties: the company, the supplier,
and the supplier’s relevant employee.

Consider contractual protections against misconduct by the
supplier’s subcontractors. If subcontractors are likely to
have access to the company’s proprietary information, the
company should ensure that its contract with the supplier
contains appropriate safeguards. For example, the company
may want to retain prior approval rights with respect to
subcontractors, retain the right to review the terms of
subcontracts, require that IP ownership and confidentiality
obligations flow down into subcontracts, and/or require the
supplier to be contractually responsible for subcontracted
functions. For the same contractual privity reasons
discussed above in connection with supplier employees, the
company may also want to enter into agreements directly
with particular subcontractors of the supplier.

Take appropriate operational and
o security measures during the life
of the business relationship.

Build a culture of compliance so that the supplier’s employees
understand and are able to fulfill their obligations to protect
confidential information. For example, active engagement
with the supplier’s management personnel can help set

the appropriate tone throughout the organization. Supplier
employees should be trained on the importance of protecting
trade secrets, as well as the supplier’'s and the company’s

relevant codes of conduct, policies, and processes for
doing so. Consistent implementation of clear policies on
the permitted access, use, and disclosure of trade secrets
can similarly help foster understanding and commitment.
Employees should also undergo meaningful background
checks where advisable and permitted; should be permitted
to access the company’s trade secrets only on a need-to-
know basis; and should be required to sign confidentiality
agreements prior to receiving any proprietary information.

Consider appropriate physical security measures to protect trade
secrets. For example, it may be necessary to keep confidential
information in restricted or locked areas, with limitations on
employees’ ability to remove the material from the premises.
Many companies mark all trade secret documents and storage
media as Classified, Restricted, Confidential, Do Not Disclose,
or another label particular to the company’s business.
Companies may also want to ensure that there are transfer
protocols for secure internal storage and routing of confidential
information, such as requiring use of couriers or routing
information through designated recipients to minimize the
number of people with access to the information. Documents
should be shredded before disposal. Companies should

also ensure security of all office entrances and appropriate
restrictions on physical access by visitors (e.g., the use of a log,
visitor’s pass, escort, or nondisclosure agreement as necessary).

Technological safeguards—which are more important than
ever—should also be considered. A number of U.S. firms
are encrypting design plans, with a special code required
for access; creating documents that “expire” and cannot be
saved, forwarded, or printed; or using “time bomb” files that
live for a certain amount of time and then disappear.®® Other
companies use separate computer systems for sensitive
information or keep the computers bearing key information
off the Internet. Practitioners have also recommended that
companies require the use of sign-in/out logs that identify
the individuals accessing the confidential information and
for how long; establish policies for transmitting confidential
information over communication channels that can be
tapped; employ computer use policies that permit monitoring
of electronic transmissions so that the company can be
alerted if confidential files are being transmitted externally



without the company’s consent; and limit or prohibit non-
work-related software and portable storage devices.

Systematically engage with the supplier to ensure that these
personnel, physical, and technological measures are working
effectively. Ideally, companies and their suppliers should be
working as partners to protect valuable corporate secrets.
More open communication and more active involvement can
foster greater trust and a better working relationship between
companies and their suppliers. That said, extra security and
controls may be needed if the supplier is also doing work

for the company’s competitors—e.g., physical separation of
work spaces where the company’s confidential information is
used or stored, or measures to ensure that employees who
deal with competitors’ products are denied access to the
company’s confidential information.

Take appropriate action after the
o businessrelationship has ended
(both with respect to the supplier and the
supplier’s employees).

Remind departing employees of their continuing obligation
not to disclose trade secrets. Companies should require
departing employees to sign a document acknowledging that
they had access to confidential information and promising
not to disclose or use the confidential materials. Employees
should be required to return all confidential materials and
electronic storage devices, and their electronic access

rights should be terminated immediately upon departure.
Companies should also be cognizant of “red flags” raised by
ex-employees’ activities, particularly if they take employment
with a competitor. In such cases, it may be appropriate

to give notice to the new employer of the ex-employee’s
continuing obligation not to disclose trade secrets.

Ensure that former business partners do not leak trade
secrets. Many of the same practices can also be important
when the company ends its relationship with its supplier.
Commitments from the supplier to return and to not use the
company’s trade secrets can help ensure that the company’s
trade secrets remain safe, as can reminders of the supplier’s
ongoing confidentiality obligations.

Concluding Remarks

As more companies look to capitalize on the benefits

of expansion to global markets, trade secret theft in
global supply chains will continue to grow—in scope,
frequency, complexity, and magnitude. To preserve their
economic competitiveness, companies whose supply
chains extend to countries with weak or no trade secret
protection must take proactive measures to safeguard
their most valuable trade secrets.

These measures, discussed throughout the paper,
work by elevating the importance of trade secret
protection in supplier relationships and creating much-
needed disincentives for theft. They include:

(1) conducting a strategic assessment of trade secrets;
(2) undertaking appropriate pre-contractual due
diligence; (3) employing strong contractual protections,
backed by enforceable audit rights and penalties;

(4) utilizing appropriate operational and security
measures; and (5) taking appropriate action after a
business relationship has ended.

Companies can begin to implement these tactics

and tools to help mitigate the risk of trade secret theft
and protect their trade secrets as global operations

grow and evolve. The more industry works collaboratively
to secure supply chains and business networks, the

less vulnerable and more profitable global trade will

be for all. m
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About CREATe.org

CREATe.org is a nonprofit organization working with
multinational corporations (MNCs) to foster innovation and
economic prosperity by protecting intellectual property
rights, fighting corruption, and driving responsible business
practices in global supply chains and business networks.

We believe that by improving practices along global supply
chains, multinational companies can help drive jobs, growth,
and innovation — benefiting their own businesses, the global
economy, and the communities where they operate. And by
partnering with governments, nonprofits, think tanks, and
associations, we hope to amplify the work of each.

To help achieve our shared goals, CREATe.org collaborates
with these groups to develop and share practical tools and

best practices, provide education, and advocate for the use
of supply chains to strengthen a rules-based global system
of commerce.

We are based in Washington, D.C., and our work is global.

For More Information

Please visit www.CREATe.org and follow us on Twitter at
@CREATe_org. For more information, contact us via email at
info@create.org. Our offices are located at 1401 Eye Street,
NW, Suite 500, Washington, DC 20005.
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